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Handling information

Standard
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Learning Outcomes

■ To ensure you know how to keep a 

patient/client’s information safe/secure

■ Understand what rules/laws govern this

■ Understand the impact of social media and the 

dangers of using it in a work-based 

environment

■ Understand your responsibilities to report 

concerns about care
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Handling information

The information about an 

individual's care and support 

may be personal and sensitive. 

This information must be 

treated as confidential and 

only shared with people who 

need to know.

Respecting confidentiality is:

■ A legal requirement

■ Essential to promote the 

individual

■ An important part of 

building trust. 
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Information sharing

■ Information can be shared with 

people who need-to-know. 

■ Which of the people below would ‘need-to-know’ about an 

individual’s care and support needs?

The individual’s neighbour

✓

X

A health and social care worker who is involved in providing care

The individual's family or friends

The worker’s family or friends

A health and social care worker not involved in providing care 

to the individual

A worker in a different role who is involved in providing care to 

the individual

X

X

X

✓

NoYes✓ X
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Social media

■ The internet enables sharing 

of information through 

social media such as 

‘Facebook’ and ‘Twitter’

■ Mobile internet technology 

makes it possible to share 

information instantly 

increasing the risks of 

breaching confidentiality.
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Data Protection Act

The Data Protection Act 1984 introduced rules on the storage and use 
of information.  

■ The DPA was revised in 2003 to include paper-based filing systems 
data. 

■ The DPA 2018 sets out rules on how personal information is used 
including the obtaining, holding and use or disclosure of such 
information, in the form of Data Protection Principles.

1. Must be processed in a fair and lawful way

2. Can only be processed for limited purpose, e.g. in a way previously 
specified that you have consented to

3. Have to be relevant, adequate to their intended use and kept to a 
minimum

4. Have to be accurate and up-to-date

5. Should not be kept for longer than necessary

6. Should be processed in accordance with your rights

7. Should be stored securely

8. Should not be transferred to other countries where there is no 
adequate protection in place.
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General Data Protection Regulation (GDPR)

GDPR was designed to harmonise data privacy laws across 

Europe. The aim is to protect citizens from privacy and data 

breaches, its core idea is that privacy is a fundamental right

GDPR helped to update data protection standards to fit with today’s 

technology.

■ Now that the UK has left the EU, as an EU Regulation, the EU 

GDPR no longer applies to the UK. Therefore, if an organisation

operates inside the UK, it needs to comply with UK data 

protection law. All data collected after 31 December 2020 will 

need to comply with the UK GDPR alongside the Data 

Protection Act (DPA) 2018.
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What personal information do we hold in 

Primary Care?

▪ Name, address, date of birth, NHS Number 
and next of kin

▪ Contact information i.e. telephone 
number(s), email address

▪ Racial or ethnic origin
▪ Religious or other beliefs of a similar nature
▪ Family, lifestyle and social circumstances
▪ Nature of contact, such as clinic visits
▪ Details of diagnosis and treatment
▪ Allergies and physical or mental health 

conditions



9

Freedom of Information Act

The Freedom of Information Act and the Environmental 

Information Regulations allow members of the public to access 

recorded information held by public authorities in England, 

Northern Ireland and Wales.
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Handling information in health 

and social care

■ You must always work in agreed ways that 

protect information 

■ Examples of policies and procedures which protect 

information include:

Computer firewalls

Not sharing passwords with 

unauthorised people

Secure storage of 

keys

Locked filing cabinets and 

cupboards

Password protection
Security fobs or cards to access 

secure areas

Office security 

codes
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Reporting concerns

Concerns about the recording, storing or sharing of 

information should be reported to your manager.

Confidential files being left around

A missing key to a cabinet containing confidential files

Passwords being shared with unauthorised people

Personally identifiable information being shared on 

social media

Workers discussing an individual in the pub.

If your concerns are not taken seriously you have a duty to 

report incompetent or unsafe practice to the regulatory body.
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Smartcards

■ NHS smartcards are similar to chip 

and PIN bank cards and enable 

healthcare professionals to access 

clinical and personal information 

appropriate to their role.

■ A smartcard used in conjunction with 

a passcode, known only to the 

smartcard holder, gives secure and 

auditable access to national and 

local Spine enabled health record 

systems.
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Care plans

Care plans are an important tool in good communication 

between those involved in providing care and support.

In order to ensure quality and consistency of care 

they must be: 

■ Kept up to date

■ Complete

■ Accurate 

■ Legible

■ Factual (without opinion)

■ Free from jargon.
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Patient recordings 

■ Any recording should be done openly and honestly

■ The recording process should not interfere with 

the consultation process or the treatment or care being administered

■ Inform the patient that a note will be made in their health record 

stating that they have recorded the consultation or care 

being provided

■ Remind the patient that the consultation is private and confidential and 

that it is their responsibility to keep it safe and secure

■ Any recording is only made for personal use

■ Patients are aware that the misuse of a recording 

may result in criminal or civil proceedings

■ Recordings should only take place 

if deemed absolutely necessary by highlighting the above 

responsibilities.

We cannot place restrictions on a patient wishing to record notes of a
consultation or conversation with a health professional.
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Posters for Practice – BMA Template

How we use your medical records

Important information for patients

This practice handles medical records in-line with laws on data protection and confidentiality.

We share medical records with those who are involved in providing you with care and treatment.

In some circumstances we will also share medical records for medical research, for example to find out more 
about why people get ill. 

We share information when the law requires us to do so, for example, to prevent infectious diseases from 
spreading or to check the care being provided to you is safe. 

You have the right to be given a copy of your medical record.

You have the right to object to your medical records being shared with those who provide you with care.

You have the right to object to your information being used for medical research and to plan health services. 

You have the right to have any mistakes corrected and to complain to the Information Commissioner’s Office. 
Please see the practice privacy notice on the website or speak to a member of staff for more information about 
your rights.

For more information ask at reception for a leaflet OR visit our website xxxxx
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Knowledge check

What type information does the ‘Data Protection Act’ apply to?

Spoken information

Information which is given 

in training sessions

Electronic files and organised, 

paper filing systems

Information that does not identify individuals

Click to reveal answer
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Knowledge check

Who would be your first point of call if you have concerns 

regarding confidentiality?

My manager or supervisor

My colleague

The individual or their family

The Care Quality Commission 

Click to reveal answer
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Knowledge check

Which of the following people would be classed as an ‘authorised 

person’ or would ‘need-to-know’ personal information?

A senior worker not involved in 

supporting the individual

A member of the family of the 

individual that you support

A colleague who is not 

involved in supporting care

Another worker from the care 

team providing support to an individual

Click to reveal answer
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Lets watch and Discuss
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Any questions?


